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. BesepeHue

v [JOKYMeHT npeaHasHayeH A1A MOAb30BaTENEN, OCYLLECTBAAIOWMX CAMOCTOATE/IbHYIO HACTPOMKY
TpaHcnopTa MO ViPNet Client.

v Onsa npasunbHoit pabotbl CK3U ViPNet Client HeobxogMmo BbINOAHUTE BCE MYHKTbl AaHHOMO
PYKOBOACTBA B YKa3aHHOM NOC/eA0BaTe/IbHOCTY.

v Mpu HecobntogeHMM paHHbIX pekomeHpaumin AO  «MHPOTeKC WHTepHeT TpacT» He HeceT
OTBETCTBEHHOCTM 32 HEKOPPEKTHYO paboTy nporpammbl ViPNet Client;

4 Heobxogumo o6pawatb ocoboe BHMMaHUE Ha NPMMeEYaHUA NOMeYeHHble 3HAKOM »
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Il. O6wme n obasatenbHblie peKomeHgauum No HacTPoMKe TPaHCNopTa
ViPNet Client

Ona pabotbl 3awmweHHoro TpaHcnopTta ViPNet Client (otnpaska/mpuem ¢aitnos u nucem)
Heobxoanmo:

1) MpoBepuTb NOAKAOYEH NN UHTEPHET, Nt0BbIM CNOCOHBOM — MHTEPHET A0J/IXKEH ObiTb MOAKAKYEH U
OOCTYMEH.
2) NpoBepuTb cneayroline NapameTpbl:
4 CocToAaHMe BpaHamayapa Windows — fonKeH 6bITb BKAOYEH.
v Ecnun B cucteme ycTaHOBAEHbI CTOPOHHUE $ailpBo/bl (HaNnpUmep, BCTPOEHHbIE B HEKOTOpPbIE
aHTMBMpYCcHble nporpammbl: Kaspersky Internet Security, Dr.Web, ESET NOD32 Smart Security, w.
Ap.), To HeobxoaMmo:
° JInbo BbIKNOUUTL BCTPOEHHbLIN B aHTMBUpPYCcHoe MO daiipson;
. JInbo HacTpouTb paspeLleHus:
o) MHULMATMBHbIE coeanHeHnsa no nopty UDP 55778 — ecam ycraHosneH ViPNet
Monitor + «lenoBas nourta»;

o) oTKpbITb NopTbl TCP/IP? B AnanasoHe ot 5000 ao 5003 — ecnun ycTaHOBAEHA TONKO
«[lenosasa noyta».

v Tekylime: gaTa, Bpems, 4acoBOW NOAC, PerMoHasbHble NapameTpbl B onepaLMoHHOM cucteme
[OMKHbI BbITb aKTYaJbHbIMWU M COOTBETCTBOBAAN PermoHy (PucyHok 1).
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PucyHok 1

! Ecnn UHTepHeT B opraHM3aumMy pasfaeTca NoKasbHbiM KOMMbIOTEPAM 4Yepes W3 WAM NpPOKcM-cepsep, TO
WMHULMATMBHbIE coeanHeHua no nopty UDP 55778 Tak:Ke HEObX0AMMO OTKPbITb Ha CaMOM cepBepe B HacTporKax NAT.

2 Ecnm MHTEpHET B OpraHn3aumm pasaaeTca 0KaabHbIM KOMMbIOTEPAM Yepes LWJIK03 MU NPOKCU-CEPBEP, TO Ha HUX TaKKe
HeobXoAMMO PaspeLlnTb OrTOBOPEHHbIE MNOPTbI.



lll. HacrpoiKa TpaHcnopTa

B cnyyae ecnm B cuctemy bbin ycTaHoBneH nporpammHbliii Komnnekc ViPNet Client no TunnyHoli cxeme
(yctaHoBneHbl moaynn «MoHuTop» + «[lenoBas noyTa»), TO KOPPEKTHOCTb HacTpoeK B MO ViPNet Client
cnepyrowasn:

ViPNet Client Monitor gonkeH 6bITb BbicTaBneH 3a «KoopduHamop TPOMC PO». [Onsa 3Toro
HeobxoaAnMOo UTOb6bI BbINK BbiCTaBAeHbI cneaytolmne HacTpoiiku B ViPNet Client Monitor:

OTKkpoiTe «Cepeuc» -> «Hacmpolika npunoxceHua» (PUCyHOK 2).
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PucyHok 2

B oTKpbiBLIEMCA OKHe Bblbepute pasgen «3awuuseHHaa cemoe» (PucyHok 3, nosuuusa 1), B none
«Cepsep coeduHeHuli» onxeH bbiTb BbibpaH «KoopouHamop T®OMC PO» (PucyHok 3, nosnuua 2), B none
«UDP-uHKancynayus» - raloyka «Becb mpaguk Hanpaename yepes cepeep coeduHeHuUli» He AONXKHA ObITb
ycTaHoBneHa (PucyHok 3, nosuuma 3). B none «Cepeep IP-adpecos» pnonxeH 6biTb BbibpaH «KoopduHamop
TOOMC PO» (PucyHoK 3, nosuums 4).
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PucyHok 3



Ecnm y Bac 6blAM BbICTaBAEHbl MHble HACTPOMKM, TO HEOBXOAMMO WX MPUBECTU B COOTBETCTBUE C
PucyHkom 3.

B ViPNet Client Monitor oTkpoiTe pasaen «3awuwjeHHaa cemo» (PucyHok 4, nosuuus 1) Bbiaennte
MbILKOM ceTeBOM y3en (KoopauHaTop), 3a KOTOPbIM 3aBedeH TeKYLWM aboHEHTCKUA NyHKT (PucyHoK 4,
nosuuma 2), HakaTb Ha KnasumaTtype Knasuuly «F5», Takum ob6pa3om 3amycTUTCA NPOBEpKa COeAMHEHUa C
BblAeNEeHHbIM B 3aLUMLLEHHOM CeTM ceTeBbiM y310M (OwM6Ka! UCTOUHMK CCbINIKU He HalAeH.K 5).
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PucyHok 5

B cnyyae ecnn uHTEpHeT AOCTYNeH U UMHUUMATUBHbIe coeguHeHua no nopty UDP 55778 Huuem He
OrPaHWYeHbl AN TEKyLEero KOMMbiTepa, TO BbicBeYMBaeTca cTatyc «JoctyneH» (PucyHok 6), npwu
BbIMO/IHEHUWN 3TUX YCN0OBUI 0bmeH (oTnpaska/npuem) $ainoB M NUCEM CO CBA3AHHLIMM 3aLUMULLEHHBIMU
y3namu byaeT BbINOAHATLCA.
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PUCyHOK 6

Ecnv npu npoBepKe coeanHEHNA C KOOPAMHATOPOM COEANHEHME AOTOE U CBA3b HE YCTaHAB/IMBAETCA —
CTaTyc BbicBeYMBaeTcA Kak «HedocmyneH» (PucyHoK 7).
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B aTom cnyyae Heob6x0AMMO NPOBEPUTD:

v

v

v

CobntoageHne Bcex pekomeHaaumin, NPUMEHUMbIX K HaCTPOMKam onepaLMoHHON CUCTEMbI, YKa3aHHbIX Ha

CTpaHuLe 4 AaHHOW UHCTPYKLUNK;

npOBepMTb HaCTpOﬁKM npasua AoCtyna AnAa KoopauHatopa. Ona sToro wenkHute ABOVIHbIM K/IMKOM

NIeBOM KHOMKKW MbIWKN No cTpoke «KoopoduHamop TOOMC PO» B pasgene «3awjuwjeHHdss cemo»

(PvcyHoK 4, nosuuma 1), B pesynbTaTe OTKpoeTcA OKHo «Ceolicmea y3na» (PucyHok 8);

Ceoiictea y3na (Koopaunatop TROMC PO) @
Obue MexceTesoit akpar | Tyrrens |
IP-agpeca: 1
‘ PeanbHble IP-agpeca BupTyanbHbie IP-agpeca
192.168.4.10 11.0.0.2
02 £H
10.2.85.20 11.1.0.2

BseauTe IP-agpec ans noucka pe
_J‘ \ﬁ\ |AoBasm’n... SMEHWTE 1anuTE

IP-agpeca BuaMMoCTK y3na:

Wcnonb3oBaTb DNS-ma:

| DNS-ma

OK | | OtmeHa j \ MNpuMeHnTs | [ Cnpaska

PucyHok 8

B okHe «Ceolicmea y3na»:

OTKpoliiTe BKNaaky «IP adpeca» (PucyHok 80wmnbKa! UCTOUHUK CCbINIKU He HaligeH., nosuums 1).
B none «IP-adpeca suoumocmu y3na» ponxeH bbiTb BblbpaH NyHKT «BupmyansHeie IP-adpeca»
(PvcyHok 80wmMbKa! UCTOUHMK CCbINIKU He Hali[eH., no3nuus 2).
OTKpoiTe BKNagry «Mexccemeeoii skpaH» (OwmnbKa! UCTOUHUK CCbINKM He HalipeH.OwunbKa!
UCTOUYHMK CCbIIKM He HailgeH., no3umuma 1), 3aTem nposepbTe:
o B none «IP-adpeca docmyna» fonxeH npucytcteoBaTth 93.178.96.202 (PucyHOK 9, no3uyms
2);
o B none «Mopm docmyna UDP» ponxeH 6biTb yKazaHo 55778 (PucyHok 9, nosunuus 3);
OTKpoliiTe BKNaaKy « TyHHeno» (PucyHok 10, no3uuma 1), 3atem nposepbre:
o B nyHkTe «MUcnonv3zoeame IP-adpeca 0ns MyHHeAUPOBAHUA» [ONXKHA CTOATb FasjouKa
(PvcyHok 10, nosuums 2);
o MpaBunbHoctb IP-agpecos (PucyHok 10, no3uums 3), yKasaHHbIX B nose «PeasbHbie IP-
aodpeca» - AOIKHbI NpucyTcTBoBaTh 192.168.4.19 1 192.168.0.101;
o B nyHKkTe «Mcnonbzoeame supmyaneHsie IP-adpeca» [onxHa CTOATb ranoyka (PucyHok 10,
nosuuma 5);
o B nyHkTe «He myHHeauposame IP-adpeca, exodauwjue 8 nodcems Bawe2o Komnoromepa»
OOJIKHA CTOSTb ranoyka (PucyHok 10, nosuuus 6);
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PucyHok 9 PucyHok 10

B cnyyae ecnm HaCTPOMKM OTAIMYANNCL OT YKasaHHbIX B AAaHHOM MHCTPYKUMK, HEOOXOAMMO MCNPaBUTb
WX, 3aTEeM Ha*KaTb KHOMKY «[IpumeHuUMb».

Mocne npoBeAeHMA JAHHbIX HAaCTPOEK Y KaXKAOW OpraHM3auuun noasBuTCA MHAMBMAYanbHbIM IP-agpec
poctyna K noptany 11.0.0.XXX — BupTyanbHbili IP-agpec gocTyna opraHM3auumn K nopTany, MHAMBUAYANbHbIN
ANA Kaxaon opranmsaumm, dopmmpyemsiii nporpammont ViPNet Client Monitor.

3anyctute bpaysep v BBeAnTe ajpec:
- ANA pernoHanbHoro uHpopmauuoHHoro pecypca (PUP) BupTyanbHbi IP-agpec, COOTBETCTBYHOLLMIA
peanbHomy IP-agpecy 192.168.4.19 (Owmnb6Ka! UCTOUHUK CCbIIKU He HalaeH., nosuuua 4) B popmaTe -
http://11.0.0.XXX/Fomslnsurance
- 415 NOPTa/ia CEPBUCOB NPUKPENIEHHOTO HaceNeHUs BUPTYabHbIi IP-agpec, COOTBETCTBYIOWMIA peanbHOMY

IP-agpecy_192.168.0.101 (OwwnbKa! WMUCTOUHMK CCbINKM He HaugeH., nosvums 4) B dopmaTe -
http://11.0.0.XXX:443

Ecnv B opraH1saumun UCNosb3yeTca NPOKCU-cepsBep, TO agpec JOCTyna K nopTtany HeO6XOAMMO BHECTU B
UCKNHOYEHNA (‘-ITO6bI ANA 3TOro agpeca He Mcnoab3oBasicAa l'IpOKCVI-CepBep).

» BHumaHue! Ecau npou3sodume ycmaHOBKYy enepevie, mo 0ocmyn K nopmany 6ydem
omcymcmeosame. [ns noay4yeHusa docmyna Heobxodumo obpamumecs 6 T®OMC PO
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