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I. BsepeHue

v' [JOKyMeHT npeaHasHayeH A/ NO/b30BaTe/Iei, OCYLECTBAAIOWMX CaMOCTOATE/IbHYIO YCTAHOBKY CpeacTBa
Kpuntorpaduyeckor 3awmtbl uHpopmaumm (CK3U) ViPNet CSP nnbo Kpuntolpo CSP, nporpammHoro obecneyeHus
LN 9NEeKTPOHHOM MOAMNUCU U HACTPOMKY aBTOMATM3MPOBAHHOTO paboyero mecta aaa paboTbl ¢ 3NEKTPOHHOM
noANUCLIO C UCNOJIb30BAaHNEM NHTEPHET-00603peBaTeN .

4 B yaocToBepstoulem ueHTpe rpynnbl AO «MHPpoTeke UHTepHeT Tpact» (ganee - YU UUT) cpok aeicteus
Kntoyen u ceptudumkata 3l ycraHoBAeH paBHbIM 1 roay.

4 C 1 anBapsa 2022 roga NoayuYnTb KBanMpULMPOBaHHBIN cepTUPUKAT IIEKTPOHHOU NOANUCU pyKOBOAUTENA
IOPUANYECKOrO J/NUA WANM  UHAUBUAYANbHOINO MNpPEeAnpPUHMMATEN MOXKHO TO/NbKO B [OCYyAAPCTBEHHbIX
yaocrtosepaowmx ueHtpax (PHC, depepanbHoe KasHauyeiictBo, LleHTpanbHbiii 6aHk P®)l. B YU, UUT moxHO
NONYy4YUTb cepTUPUKAT Ha pU3nMUecKoe NunLo.

v' [Ona npasunbHoli pabotbl TOCT CK3U u cpeactsa 3neKTPOHHOM noanucM Heo6XoaAMMO BbINONAHUTL BCe
NYHKTbl 4aHHOrO PYKOBOACTBA B YKa3aHHOW NOCAeA0BaTe/IbHOCTH.

v' Ina KoppeKTHOI paboTbl ¢ 3neKTpoHHOM noanucbio (3M) Ha nopTane zakupki.gov.ru B KauecTse UHTEPHET-
o0603peBaTens pekomeHgyeTca ucnosib3osatb 6paysep Chromium-Gost.

v Heobxogumo o6pawiatb ocoboe BHUMaHUE Ha NPUMEYaHMA NOMEUYEHHbIE 3HaKOM »
v' Tpu HecobnogeHnMn AaHHbIX pekomeHaaumii AO «MHboTeke MHTepHeT TpacT» He HeceT OTBETCTBEHHOCTM 3a
HEKOPPEKTHYIO paboTy nHTepHeT-0603pesaTena c .

» Bcio Heob6Xoa4MMYI0 AOKYMEHTALMIO MO YC/yram Hallel KOMNaHUKM Bbl MOXKeTe 3arpy3utb Ha Hawem
cante www.iitrust.ru paspen «MNoaaep:kka», KHonKa «Moab3oBaTesbcKas AOKYMEHTaUUA»

! Cormacro msmenenusM B 63-®3 «OG 3MEKTPOHHOMN MOIMHCHY.


https://github.com/deemru/chromium-gost/releases/latest
https://www.iitrust.ru/
https://www.iitrust.ru/support/
https://www.iitrust.ru/support/instruction.php
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B BHumaHue! KpaliHe He pekomeHdyemca ycmaHaeaueame CK3U ViPNet CSP Ha Komnbiomep, 20e yxe
ycmaHoeneHo CK3U «Kpunmollpo CSP». B cnyyae ucnone3oeaHusa 0eyx CK3WM Ha odHOm paboyem mecme He
2apaHmupyemca paboma 00HO20 U3 HUX, 8M/7A0Mb 00 8bixo0d onepayuoHHoli cucmemol U3 cmpos. AO «UHGpoTeKC
UHmepHem Tpacm» He Hecem omeemcmeeHHOCMU 3a HeKoppeKkmHy pabomy CK3U ViPNet CSP npu HecobawdeHuu
none3oeamesnem OaHHO20 YyCA08US.

Il. MonyuyeHune n ycraHosKa FOCT CK3U

B 3aBMCMMOCTM OT TOrO Kakoe y Bac ucnosnb3ayetca cpeacTBo KpunTorpaduyeckol salwmTsl HGopmaumn (CK3U) ansa
paboTbl ¢ anekTpoHHon noanuckto (ViPNet CSP unan KpuntolMPO CSP), BOCnonb3yhTeCb OAHON M3 UHCTPYKLUNNA,
onyb6nnKkoBaHHbIX Ha OduumnanbHom cante AO UHPotekc UHTepHeT TpacT. MIX MOXKHO 3arpysutb B pasgene

«Mogaep:kka» > «MNonb3oBaTenbckan gOKymeHTauma» (PucyHok 1).

'Q WHDPOTEKC . I MOCKBA v 8 800 250-8-265 8800 250-0-265 JAKAIATD IBOHOK
S TPACT Mocisa, yn. Muumia, 56, crp. 2, 37axc 2 JaoHok BecnnaTHuii Texnonapkxa 247
3NEKTPOHHASA NMOAMKCH 3NEKTPOHHbIA JOKYMEHTOOBOPOT SNEKTPOHHAS OTYETHOCTb 3AILMTA CETH MOAAEPKKA NAPTHEPCTBO = Q

Mnasnas - Monnepikea © [oNE308aTENLCKER A0 KYMEHTALMS OBwme uHCTpyKUMK

3IneKTpoHHas 3anBKa

Monb3oBaTenbckas AoKyMeHTauus -
Jnanbii kabuHeT
O6Lwme HCTPYKLIMK SnexrponHa oTueTHOCTS
BnexTPoHHBIi AokyMeHToOBOpET
¢ ToCyRAPCTEEHHbIE NOPTaNy
TMopTansl packpsiTis uHbopMaLMK
1. OBuwme TpeBosaris k koHdurypaumm MK =

CKAYATb 3nekTpoHHbIE TOProBsI2 NAOWAAKM

381UMTa KaHA/OB CBA3M W 3NEKTPOHHOK

P - . nouThl
2. Pexomenpauuwm no HacTpolike Bpaysepos Ans paboTsl €O CPEACTBAMI 3NEKTPOHHON NOANMCH CKAHAT
o
3. WHcTpykuwa no HacTpoiike pabouero mecta gns pabotel ¢ 31 (ViPNet CSP v JaCarta LT) = CKAYATD
4. Vnerpykuma no HacTpoiike pabouero mecta ana pabotel ¢ 3N (Kpuntolpo v JaCarta LT) & CKAHAT

PucyHok 1


https://www.iitrust.ru/
https://www.iitrust.ru/support/instruction.php
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lll. Hacrpoika 6pay3epa u ycTaHOBKa N/1IarMHOB

A. YemaHoeKa «Kpunmollpo 3L Browser plug-in»

3arpysute Kpuntolpo 3N browser plug-in? no ccbinke: http://www.cryptopro.ru/products/cades/plugin/get 2 0

1. 3anyctute cadesplugin.exe n HaxxmuTe «[la» Ha Bonpoc «YcTaHoBuUTb KpunTolpo 3LM browser plug-in?»
(PvcyHok 2).

Kpuntelpe 34N Browser plug-in

YeranoewTe Kpuntollpe 3UN Browser plug-in?

Ja Het

PucyHok 2

2. Mo 3aBepleHUt0 YCTaHOBKWM BbingeT yBeaomaeHue: «Kpuntollpo 3UM browser plug-in ycnewHo

ycTaHoBAeH». 1A KoppeKkTHoM paboTbl Kpuntolpo 3UM browser plug-in Heobxoanmo nepesanyctutb 6paysep».
Haxkmute «OK» 1 nepesanyctuTe 6paysep (PucyHok 3).

Kpwnrollpe 3UMN Browser plug-in

Kpuntolpo 3UMN Browser plug-in ycnewdo ycTaHoeneH,
Ana koppektHoi patotel Kpuntollpe 3UM Browser plug-in mosxer
noTpeBoBaTeCA NEpEIaNyCTUTE Bpayiep.

PucyHok 3

b. YemaHoeKa naaz2uHa 011 pabomel ¢ nopmanom 20cy0apcmeeHHbIX ycy2

Ona aBTOpM3aLMM C MOMOLLBIO 3/IEKTPOHHbIX CPeacTB Ha pa6oqu mecte OOoNXKeH 6bITb ycTaHosaeH [lnaruH

no/ib30oBaTeNa NopTana rocyAapcTBeHHbIX ycayr. [Ina ero noaydyeHms HeobxoaMmo nepeiTy no ceoinke https://ds-

plugin.gosuslugi.ru/plugin/upload/Index.spr 1 BbibpaTh Bepcuio naarnMHa Aaa Bawein sBepcuy onepauyoHHOM
cucTembl U eé paspagHocTu (PUCYHOK 4).

2 Kpunrollpo DLIIT Browser plug-in nerko BcTpanBaeTcs, ¥ IPUMEHHM B JIIOOOM U3 COBPEMEHHEIX Opay3epoB ¢ TOAAEPHKKOH
crienapues JavaScript.


http://www.cryptopro.ru/products/cades/plugin/get_2_0
https://ds-plugin.gosuslugi.ru/plugin/upload/Index.spr
https://ds-plugin.gosuslugi.ru/plugin/upload/Index.spr

rocycnyru

YcTaHoBka naarnHa JADRES! Da6OTb|
C nopTd/siomM 1rocydapCcrBeHHblIX YCJTYT

NopnepxueaeMble Opaysepbl:
» Internet Explorer Bepcun 8.0 1 Bhiwe
» Safari Bepcvn Bepcum 9.1.3 - 11.1.2;
* Mozilla Firefox Bepcur 50.0 1 Bbllwe;
* Google Chrome Bepcun 29.0 n BbilLe,
CNMCOK KpUNTONpOoBanOepoEs U TOKEHOB, C KOTOPbIMWA YMeeT paGoTaTb NNarvH:
Ona Windows
Kpuntonpoesargepsl:
* Kpuntollpo CSP,ViPNet CSP, Signal-COM CSP, NMCCWU-CSP
TOKeHbI:

» Pytoken 3U[1, Pytoken 3LIM 2.0, JaCarta OCT, JaCarta-2  OCT, eToken OCT

Ona Linux n MacO$

Yro cnepyet caenate ¢ IFCPlugin-x64.msi (12.1 ME)?

. . BeinoaxuTs CoxpaHuTe ) OTmeHa X
W3: ds-plugin.gosuslugi.ru

TONbLKO TOKEHbI:

PucyHok 4

1. HaxmuTte KHOMKY «BbInoaHUMb». HauHetca ycraHoBKa MO «[flaa2uH none3oeamensa nopmanad 20c. ycay2»
HaskmuTte KHoMKy «Janee» (PUcyHOK 5).

CUCTEM 3NEKTPOHHOIC NpaguTens... [=0E -1
il

Bac npuBeTCTBYET MacTep YCTaHOBKM
MnaruH NoNb30BaTens cucTem
3NEKTPOHHOMO NPaBUTENbCTBa

MECTEP YCTAHOBKM MOSEONSET HSMEHMTE OCOD YCTAHOSKN
WM YASNEHWA KOMMOHEHTOB MN&rMH NONL30BaTENA CACTEM

3NeKTPOHHOM 0 NPABWTENECTES Ha KOMNEKOTEPE.

HasmmTe kHonky “Aanee”, yTobkl NPodoimKkMTE, WK KHOMKY
"OTMeHa", 4ToBbl BEIATH M3 MACTEPE YCTEHOBKM,

Hasan [ Hanee l [ OTMeHa

PucyHok 5

2. [oxauTecb OKOHYaHMA YCTAaHOBKM W HaXXMuTe KHOMKy «loToBo». [locie ycTaHOBKM Heobxogumo
nepesanyctutb bpaysep.

B. YemaHoeka u Hacmpolika 6pay3epa Chromium-Gost

B AaHHOW MHCTPYKLMK B KauecTBe bpay3epa c nogaepxkon FTOCT CK3U byaem ncnonbszoatb Chromium-Gost. na
3arpysku 6paysepa Chromium-Gost c noaaep>KKol OoTeyecTBEHHOM KpunTtorpadum, nepenamte Mo CCblIKe
https://github.com/deemru/chromium-gost/releases/latest, sbibepute sBepcuio ana OC Windows (PucyHoK 6).

Mocne 3arpysku 3anycTuTe yCTaHOBOYHbIN daina, Npon3onaeT ycTaHoBKa bpay3epa.


https://github.com/deemru/chromium-gost/releases/latest

ObcyxaeHne

Tema Ha dopyme KpunTollpo: https:,//www.cryptopro.ru/forum2/default.aspx?g=posts&t=9991

3ameuyaHna

[ns pabotel kpunTorpaduueckux anroputmos FOCT y sBac gonxkeH Bbith ycTaHosneH Kpuntolpo CSP (waw apyroil kpunTtonposaiaep
noasepxusarowunin paboty anroputmos FOCT B wHTepdeiice SSPI)

~ Assets 9
&) chromium-gost-88.0.4324.182-linux-amd64.deb 65.4 MB
) chromium-gost-88.0.4324.182-linux-amd64.rpm 65 MB
@ chromium-gost-88.0.4324.182-macos-amd64.tar.bz2 109 MB
I @ chromium-gost-88.0.4324.182-windows-386-installer.exe I 57.8 MB
@ chromium-gost-88.0.4324.182-windows-386.zip 85.1 MB
@ chromium-gost-88.0.4324.182-windows-amd64-installer.exe 61.1 ME
&) chromium-gost-88.0.4324.182-windows-amd64.zip 89.7 MB

[) Source code (zip)

[§) Source code (tar.gz)

PucyHnok 6

-
w

Mocne ycTaHOBKM 3anycTuTe 6paysep Chromium-Gost B NpaBoM BepXHEM Yy OKHa Ha*KMUTE Ha NMUKTOrpammy
1 Bblibepute «PacwupeHus — YnpaesaeHue pacuiupeHuamu» (PUCyHOK 7).

v (€ Hosss sxasaxa x ar = m] X
¢ (al DA
@ Paspewesus ooseassl y 1 Hevcnonesyeuara calita

O  Hosas sknagka Cirl = T

5  Hosoe oxno Ctrl+ N

& Hozoe oxHO B PEKAME MHKOTHUTO Ctrl = Shift + N

& [Monesosatens 1 >

. @ [Mapomu v asTosanonHeHmne >

9D Veropna »

& Zarpyse Ctrl = 1

W 3aknagku  cnucku »

Q & ¥npasneHne paclunpeHnAMI o0 Pacwmpenua >

Mepeim 8 wHTepHET-marasan Chrome W Yaanuts aarrsie o paBoe s Bpaysepe.. Ctrl + Shift + Del

Pucynok 7

Haliaute B OKkHe «PacwupeHusa» CryptoPro Extension for CAdJES Browser Plug-in 1 Haxkmute «BKa4umo»
(PvcyHok 8).

= PacwupeHus

Bce pacwwuperns

CryptoPro Extension for CAMES Browser Plug-in
")
. PacluMpeHUe NO3E0ARET MCNONLI0EATE
Kpuntolpo 3UM Browser plug-in & Bpayzepe.

Ans paBoTel TpebyeT veTaHoeneHHoro LN

CBefeHuna ¥aanute ()

PucyHnok 8

Ecnm ycTaHOBAEHHOIO paclMpeHua HeT, 3arpy3nTe ero rno CCblJike B UHTEpPHET-MarasuHe chrome.



https://chrome.google.com/webstore/detail/cryptopro-extension-for-c/iifchhfnnmpdbibifmljnfjhpififfog?hl=ru
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IV. Perucrpauusa s ECUA

® BuumaHue! Meped peaucmpayueii Ha nopmane 2oc3akynok (https://zakupki.gov.ru) opeanusayus domHa

6bimb 3ape2ucmpupoeaHa HA nopmasne 2ocycaye. Ecau npoussodumca peaucmpauyusa ¢ 31eKMPOHHOU
nodnuceto (311) pykosodumens op2aHu3ayuu, Ha Nopmase pe2ucmpupyromcs KaK ropuduveckoe auyo. Ecau
npouszeodumca peaucmpayusa ¢ oonosaHumenvHoimu 31 Ha nonb3oeameneii (m.e. op2aHusayusa yxe
3apea2ucmpupoeaHad KakK ropuduyeckoe. aAuyo), udem peaucmpayus puauvecKo2o Auyd.

Mpoueaypa pernuctpaunm topmgmyeckoro amuya B ECUA npegycmatpumsaert:

1. NMonyyeHne pyKoBOAMTENEM OPraHW3aUMKW CPeACTBa 3/EKTPOHHOM noanucu. B KavecTBe Bragenbua
cepTudMKaTa NPOBEPKM KHOUA SNEKTPOHHOM NOANUCU A0NKHO BbITb YKa3aHO ML, UMELoLLEee NPaBo AENCTBOBATb
6e3 L0BEPEHHOCTN OT UMEHM IOPUAMYECKOTO NLA (PyKOBOAMTE b IOPUANYECKOTO IMLA).

2. Peructpauma pykosogutens topmguyeckoro amua 8 ECUA Kak ¢pusnyeckoro amua ¢ noaTBEPXKAEHHOMN
YYETHOM 3aMuCblo: JaHHble O MoJib30BaTesie MPOBEPSIOTCA B roCyAapCcTBEHHbIX BegomcTBax (nposepka CHUJC u
nepcoHanbHbIX AaHHbIX B CoumanbHom DoHAe, NPOBEPKA AAHHbIX AOKYMEHTA, YAOCTOBEPAIOLLEro JMYHOCTb, B
denepanbHON MUrPaLMOHHON CAyXbe) M NMYHOCTL NONb3oBaTens MOATBEPIKAEHA C MOMOLLbIO 3NEKTPOHHOM
noanucw.

3. AsTopusauma B npoduae GU3NYECKOrO ANLA, 3aPErMCTPUPOBAHHOIO B COOTBETCTBMM C NMYHKTOM 2, U
co34aHue YYETHOW 3anucK lopmuandeckoro nua (Bknaaka «OpraHmsaumm»).

B KaxOoili compydHUK 00nxeH umemb 3ape2ucmpupoBaHHYI0 U NoOmeepHOeHHYI0 yYemHylo 3anuce
¢gusuyeckozo nuya e ECUA.

Perncrpauma ¢p13NYECKOro nua, NOATBEPHKAEHNE YYETHOMN 3aMNUCK, PErMCTPaLNA IOPUAMYECKOrO ML OMUCaHbI B
pasgene IV nHctpykumm (https://iitrust.ru/downloads/manual/uc/Manual ESIA ARM.pdf).

V. Perucrtpauma Ha nopTtane roc3akynok

Ecnu Bobl He 3apernMcTpmpoBaHbl Ha nopTasne rocsakynok (zakupki.gov.ru), To ana paboTbl Ha AaHHOM nopTasne
Bam Heob6xoaMMO NPOMNTU perncTpaLmto.

Echn y Bac BO3HWMKHYT BOMpocCbl Mo paboTe B [AaHHON cucteme, mo Heobxodumo obpawjameca 6
mexHu4ecKyro noddepxcky EQuHol uHhopMayuoHHOIi cucmembl 8 chepe 3aKYNoK:
men. +7(495) 739-25-83, 8 800 600-90-89
e-mail: helpdesk@zakupki.gov.ru;

v Ha aTom npoueaypa HaCTPOMKM aBTOMaTM3MpOBaHHOro paboyero mecta ansa pabotbl ¢ 3M B EguHoi
MHPOPMaLMOHHOM cucTeMbI B chepe 3aKynoK 3aBeplueHa.
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https://zakupki.gov.ru/
https://iitrust.ru/downloads/manual/uc/Manual_ESIA_ARM.pdf
https://iitrust.ru/downloads/manual/uc/Manual_ESIA_ARM.pdf
https://iitrust.ru/downloads/manual/uc/Manual_ESIA_ARM.pdf
https://zakupki.gov.ru/epz/main/public/user-feedback.html
mailto:helpdesk@zakupki.gov.ru

